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CET 753

Lab Completion Sheet

Chapter 3

DID YOU DO A SNAP SHOT BEFORE STARTING THIS CHAPTER?

Pag Chapter/Activit

# e y Status Description
1
5 105 341 Getting to Know Server Manager
Screen Shot(s) Documentatio

n

Take a screen shot after instruction # 3

Server Manager * Dashboard @1 P Mamage  Toa

View  Help

ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1

i Al servers
B File and Storage Services b frg File and Storage 1 E. wos 1

Services

@® Manageability @ Manageability
Events Events

B wos

§ Local server 1 i All servers 1

@ Manageability @ Manageability
Events Events

5/26/2020 451 PM 5/26/2020 4551 PM

The names of
the boxes are:
File and
Storage
Services
WDS

Local Server
All Servers

Two are in
Red:

Local Server
and All
Servers

List the roles
in
Documentatio
n that you
found doing
instruction # 6
Servers
Events
Services

Best Practices
Analyzer
Performance
Roles and
Features

Take a screen shot after instruction # 9




B Server Manager - a x

“ Volumes * Storage Pools Manage  Tools

STORAGE POOLS
510 total L

All storag

Servers

Volumes

Work Folders

Last refreshe: 5 P
VIRTUAL DISKS PHYSICAL DISKS

o storage pool is sslects TASKS w Mo storage poal i sslected TASKS  w

Take a screen shot after instruction # 13
fa Server Manager

Mznage

Component Services

Computer Management

Servers Defragment and Optimize Drives
Volumes . I Disk Cleanup
Disks ) o Event Viewer
- ISCS! Initiator
Storage Po: N
5 Local Security Policy
=1 Shares Microsoft Azure Services
iSCSI QDB Data Sources (32-bit)
Werk Folders ODBC Data Sources (64-bit)

Performance Monitor
Print Management
Resource Manitor

Services

Last refreshe: System Configuration
System Information
Tesk Seheduler

VIRTUAL DISKS PHYSICAL DI§ Windows Deployment Services

age poo

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x35)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

Pag Chapter/Activit
# e y Status Description

108 3-2 Installing and Removing a Server Role




Screen Shot(s) Documentation

Take a screen shot after instruction # 14 and before selecting Close

s

—~ ~
€)@~  Server Manager * Dashboard I'. Manage Took  View  Help

{8 Dashboard WELCOME TO SERVER MANAGER

B LocalServer | Fa Add Roles and Features Wizard _ o x
B& Al Servers

BE File and Storagé  |nystallation pr ogres LS ueEn S
"= Print Services

B wos View installation progress

@ Feature installation

Print and Document Services

Print and Document Services Tools

Vou can close this wizard without infernupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details,

Export configuration settings

Close

Answer
question 15 in
this area

In the Roles
and Features
box I see:

1. Print and
Document
Services

2. Print Server

Take a screen shot after instruction # 23 and before selecting Close




s Remove Roles and Features Wizard

Removal progress

DESTINATION SERVER
Server

View removal progress

@ reature removal

Remaval succeeded on Server

Print and Document Services
Print Server
Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools

You can cloge this wizard without interrupting running tasks. View tack progress or open this

1] page again by clicking Notifications in the command bar, and then Task Details.

Close

Services Services

Chapter/Activit

y
3-3

Status

Resolving a Resource Conflict

Description

Screen Shot(s)

Documentation

File Action View  Help

= Dk drives
Il Display adapters
L OVD/CD-ROM drives
g IDE ATA/ATAR conteollg
= Keyboards
@ Mice and other pointing
8 Manitars
@ Metwork adapters
A wrvnerd Erhernet Ad
70 Prink queues
0 Processors.
S Storage contrallers
i System devices

4= oy | 57| [E | @ 5 | 5 vronetd Ethernet Adapter Properties X
v A server General favanced Diiver Delaii

B Batteries Event: Resouces Porer Managenent

B Computer

L‘? et Ethemet Adapler

Resouice seltings.

Resoucetype  Setling

Use automatic setlings Changs Setting

Corficting devios kst

3 Memory Rarge  DOD000DOFDAFE 000 - CODDCONOFDAFFFFF
¥ R0 OsFFFFFFOB [-37]
16l OFFFFFFDA 1381 e

‘Nnmrﬂ:\s

=

Answer question 6
in this area

The IRQ Lines
used are -37 to -45
and there are no
conflicts. If there
were a conflict
you could read the
conflicting device
in the conflicting
device list that it
would match up
with.

Take a screen shot after instruction 9 before selecting Cancel




A
File  Action ‘iew Help
L JEE E A |
w B Server X
g z“m & 0 Update Driver Software - vrranet3 Ethernet Adapter
= Disl
& Digy Browse for driver software on your computer
- vt
= IDE
2 Ky Search for driver software in this location:
W rig Cihllsers\Administrator,Docurments| Browse..,
3 Mo
v @ et [ include subfolders
= pif
(a0
I 5y - Le m a lis 1 mputer
Cancel
Pag Chapter/Activit
# e y Status Description
1
8 17 3-4 Manually Running the System File Checker
This activity will take several minutes to complete the check.
Screen Shot(s) Documentation
Take a screen shot after instruction # 2 No need to
answer the
question after #

poration. ALl rights 2

Take a screen shot after instruction # 5




BE¥ Administrator: Command Prompt
coffline boot directory>

/YERT

/SCANFILE 1 1 of the referenced file,
fy full path ile:
/YERIFYFILE g he in of the file with fu ath ¢file». MNe repalir

JOFFBOOTDIR fflin i the offline boot director
FOFFWINDIR © offline repai 3 th y the offline d direc

.dll /OFFB 1 OFFWINDIR=d:

will take zome time.

ity violation

Pag Chapter/Activit
# e y Status Description

9 118 3-5 Verifying Critical Files for a Signature

Screen Shot(s) Documentation

Take a screen shot during instruction 6 before you select o.sig

of all protected
ble.
f all protected

To help maintain the integrity of your system. citical fles
have been digitally signed 50 thal any changes to these
files can be quickly delected

5} sigerit 3

Yourfiles have been scanned and verified as digitally signed

complete.

e Protection did not find any integrity wiolations.

Take a screen shot after instruction # 7




Microsoft Signature Verification

Log file generated on 5/26/2020 at 5:58 PM

05 Platform: Windaws (x64), Version: 16.8, Buil
Scan Results: Total Files: 44, Signed: 44, Unsig
File Modified Verslon
[c:\windows\system32]

wm3ddevapi6d. dll 5/22/2e16 8.15.1.46
vm3dgled. dll 5/22/2016 3.1.35.0
wvm3dumbd . d11 5/22/2816 8.15.1.46
wm3dumed_18.d1L 5/22/2016 8.15.1.46
[c:\windows \system32\drivers ]

acpl.sys 6/11/2018 2:5.1
atapl.sys 7/16/2016 2:5.1
staport.sys 472872018 2:5.1
basicdisplay.sys 3/28/2017 2:5.1
basicrender.sys 3/6/2@18 2:5.1
batte.sys 7/16/2016 2:5,1
cdrom. sys 771572018 2:5.1
cmbatt.sys 71672016 2:5.1
disk.sys 8/8/2017 2:5.1
18842prt.sys 7/16/2816 2:5.1
intelide.sys 7/16/2016 2:5.1
intelppm.sys 4/27/2018 2:5.1
kbdclass.sys 7/16/2e16 2:5.1
kdnic.sys 71672016 2:5.1
lsi_sas.sys /16742616 2:5.1
monitor.sys 71672016 2:5.1
mouclass.sys 771672016 2:5.1
msisadrv.sys 7/16/2816 2:5.1
mssmbios.sys 7/16/2e16 2:5.1
ndisvirtualbus.sys 7/16/2e16 2:5.1,2:5
<

d: 143%3, CSDVersion:
ned: @, Mot Scanned: @

Status

Signed
Signed
Signed
Signed

Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
Signed
.2,2:6.8,2:Signed

Catalog Slgned By

wm3d.cat Microsoft Windows Hardwa
wm3d.cat Microsoft wWindows Hardwai
vm3d.cat Microsoft wWindows Hardwal
wm3d,cat Microsoft Windows Hardwal

Package_1517_for_KB4Microsoft
Package_1179_for_KB3Microsoft
Package_1815_for_KBAMicrosoft
Package_7576_for_KBAMicrosoft
Package_7576_for_KBAMicrosoft
Microsoft-Windows -CoMicrosoft
Package_7?848_for_KBAMicrosoft
Microsoft-Windows -CoMicrosoft
Package_1517_for_KB4Microsoft
Microsoft-Windows -SeMicrosoft
Package_1179_for_KB3Microsoft
Package_1517_for_KBAMicrosoft
Package_3899_for_KB3Microsoft
Microsoft-Windows -SeMicrosoft
Microsoft-Windows -SeMicrosoft
Microsoft-Windows -SeMicrosoft
Microsoft-OneCore-CoMicrosoft
Packsge_1814 for_KB4Microsoft
Microsoft-Windows -SeMicrosoft
Microsoft-Windows -SeMicrosoft

windows
wWindows
windows
windows
windows
windows
wWindows
windows
windows
windows
windows
windows
windows
windows
windows
windows
windows
windows
wWindows
wWindows

Chapter/Activit
# e y

3-6

Status

Description

Configuring Processor Scheduling and DEP

Screen Shot(s)

Documentation

Take a screen shot after ins

truction # 2

[E5] &l Control Panel kems

Control Panel

€ o v1m@

Adjust your computer’s settings

& Administrative Tools

& Credential Manager

Vianager s De

» All Control Panel Iterns

1 AutoPlay
Date and Time

ices and Printers

ce of Access Center ] File Explorer Options
&, Indeing Options &1 Interne Options
K2 Keyboard &F Language
5 Network and Sharing Center & Personal n

P Power Options
B Region Lo

iy Sound
B system Z, Taskb
82, User

& Troubleshooting

& Windows Firewall

@ Programs and Features
lemoteApp and Desktop Connections

& Speech Recognition

ar and Navigation

Accounts

Search Contral Pane

Small icons

View by

B Color Management

@ Default Programs

=D
A Fonte
&, i5CS Initiator

@ Mouse

U=l Phone and Modem

@ Recoven,

W Security and Maintenance

@5y
Text to Speech

EQ windows Defender

nter

Take a screen shot after ins

truction # 7




Con perfarmance Options
¥
b

i Processor scheduling

visual Effects Advanced  Data Execubion Prevention

Choose how to allocate processor resources.

Adjust for best performance of:

i (O Programs (® Background services

Wirtual mermory

A paging file is an arez on the hard disk that Windows uses as of it
wiere RAM,

Total paging file size for all droses: 704 ME

Change...

but youl

Al rights

El(R) Xeor
0GB
bit Opera

Penor Tt

group se

Take a screen shot after instruction # 8




|—
BT
Con perfarmance Options x
v Visual Effects  Advenced Data Execubion Presention u
f
v
_ Data Execution Prevention (DEP) helps protect against
- J damage from wiruses and other security threats. How
does itwwark? &l
| O Tum on DEP for essential Windows programs and services only
|
(@ Tum on DEP for all programs and services except those | select:
Ell
101
§ bi
' P
g
¢
e
€
R
i
“four computer's p

Pag Chapter/Activit

# e y Status Description
2
1 123 3-7 Configuring the Paging File
Screen Shot(s) Documentation
Take a screen shot after instruction # 6 Your screen shot replaces the
need to record the information.




Cort i L CEE Ao Advanced  pep- skinr D ok o
]
“ Wirtual Memaory X
f
y [ Automatically manage paging file size for all drives
Paging file size for each drive bits
e Systerrmanaged |
I
{ (e
P!ri
i or T
4
1 Custam size hp st
Systern managed size
Mo paging file Set ROL
Total paging file size for all drives
Flirimurm allowed: 1ok Mic
Recommended: 1407 ME 03
Currenthy allocated: T4 B
Cancel

Pag Chapter/Activit
# e y Status
2
2

125 3-8 Configuring File Caching

Description

Write Caching Will NOT Be Available with Our Virtual System

Screen Shot(s)

Documentation

Take a screen shot after instruction # 3

File Action View Help

e 2EEHHEED B b X

& Computer Management (Local [ v & Server

~ ik System Tooks B Batteries
(D) Task Scheduler [ Comp, -
& EvertViewer « w Disk af ¥Mware Virtual disk SCSI Disk Device Properties x
&) Shared Folders S M Gl | Faioee | Vel T
B Local Users and Groups I Displ olicies Volumes Diives  Details  Events
© Parformance = Dvo! Mwate Vit disk SC51 Disk Device
M Device Manager - DEAT,
v [ Storage E= Keybo
W Windows Server Backu] 0 Mices Devicelyoe  Disk diives
7 Disk Management 151 Monity Meanifecturer  (Standesd disk dives)
[ Services and Applications (& Newwo Locafion: Locabon 160 (Bus Mumber 0, Targat 14 0,
7 Print g Lun g
DI Proced  Device susue
S 00) [T Gevice i woking propey
B3 Systed

==

Actions
Device Manager

More Actions




Pag Chapter/Activit

# e y Status Description
2
3 126 39 Configuring System and Environment Variables
Screen Shot(s) Documentation
Take a screen shot after instruction # 4 Your screen shot
| |
Erwironment Yariables by replaces the need to
record the
User variables for Administrator information,
H Variable Value
el “ath S SERPROFILES\Ap pDatatLo calWicrosoftiWind owsApps;
e TEMP #lSERPROFILEZNAppData\LocalhTermp
o TrAP HUSERPROFILEZ\AppDataiLocalTemp
P01€
es J
" Mew,,. Edit... Delete
System vanables
:t Vanable Walue Lic
ComSpec CAWindows\systern3 2hemd, exe
MNUMBER_OF_PROCESSORS 2 Bnge s
08 Windows_NT .
Path CAWindowrs'systern3 2;CAWin dows CAWindows System3 23Wbem,..,
PATHEXT JCOM;, EXE;. BAT,.CMD; VBS,. VEE;.J S JSE WEF, WVSH; MSC
PROCESSOR_ARCHITECTURE  AMDE4
PROCESSOR IDEMTIFIER Inteléd Family 6 Model 45 Steoping 2 Genuinelntel v
Mew... Edit... Drelete
rate
ty
Pag Chapter/Activit
# e y Status Description
2
4 127  3-10 Configuring Startup and Recovery
Screen Shot(s) Documentation

Take a screen shot after instruction # 6




(= |
— 4 3 5> Control Panel » Systern and Security > System w
[ Startup and Recovery uter
|
| Systern startup
' Default operating systern: ==
Windows Sepver 2016 w
[ Time to display list of operating systems: 20 D seconds
[ITirme to display recovery options when needed: a0 seconds ra2ig
tem, x6
ut is av
Systemn failure
Wiite an event to the systern log
[l Automatically restart
Wirite debugging infarmation
Autommatic memory dump -
Dump file:
% Syste mR oot NMEMORY.DIMP frware
Cwerarite any exasting file
[ Disable automatic deletion of mermaony durnps when disk space is low
Pag Chapter/Activit
# e y Status Description
2
5 128 31 Configuring Power Options

Screen Shot(s)

Documentation

Take a screen shot after instruction # 4




3@ Systern Settings

T 3 « Hardware » Power Options » Systemn Settings

Define power buttons and turn on password protection

Choose the power settings that you want for your computer. The changes you make to the settings on this

page apply to ll of your power plans.

& Change settings that are currently unavailable

Powier button settings

@ When | press the power button: | Shut down

Shutdown settings
Sleep
Show in Power menu.
Lock
Show in account picture menu.

Cancel

Take a screen shot after instruction # 9

« T 3P « Hardware » Power Options » EditPlan Settings

% Powver Options ? x
Advanced settings

g ctlectthe power plan that you want to customize, and
,i then choose settings that reflect how you want your
computer to manage power,

Balanced [Active] ~

Hard disk -
Turn off hard disk after
Setting (Minutes); | 40 =
Iriternet Explorer
Desktop background settings
Sleep
USE settings
Power buttans and lid
PCI| Express

Processor power management

™

o

Micnlass

Restore plan defaults

G ] [ Ao

ter to use.

Search Contral Pane!

Cancel

Take a screen shot after instruction # 13




w 3« Hardware » Power Options » Edit Plan Settings

3 Pouver Optians 7 x

Advancad settings

@
Balanced [Active] ~

@ Sleep ~ |
= USE settings

+ Power buttons and lid

+ PClExpress

# Processor powver management
= Display

Select the power plan that you want to customize, and
then choose settings that reflect how youwant your
computer to mManage power,

= USE selective suspend setting
Setting: Enabled

= Turn off display after

3 nute E- 5

Enshla adantim hriakbnacs
Restore plan defaults

Carcel Apply

uter to use.

Search Control Pat

Cancel

Save changes

N 3

Pag
e y Status

131

Chapter/Activit

3-12

Description

Installing a Protocol

Screen Shot(s)

Documentation

Take a screen shot after instruction # 7

&«

Control Panel Home

Change adapter settings
Change advanced sharing

settings

5See also

Internet Options

Windows Firewall

« A EF « Metwork and Internet » Network and Sharing Center

v O

Wiew vnir hagic netwnrk infarmatinn and <et un connections

Search Control Panel

w Ethernet0 Properties
Metwarking

Connect using
¥ vmunet3 Ethernet Adapter

Thiz connection uses the fabowing items:
[ l?_ Cliert for Microzoft Metworks

X

Configure. .

L ~
| T3 File and Printer Sharing for Micrasaft Networks
| B8 005 Packet Scheduler
=2l F=lisbile Pro
¥ 4 Intemet Protocol Version 4 [TCPAPvd]
L] o Microsoft Metwark &dapter Multipesor Protocol
¥ 5 Microsoft LLDP Protocol Driver v
< >
Urinstall Propeities
Descrption
Relable Mulbicast Protocol. An implemention of the Pragmatic
General Multicast Protacol [Pgm) for adding a degree of
reliability to mulicast apolications.
Cloze Cancel

B Internet
5. § Ethemetl

a router or access point.

pting information.




Pag Chapter/Activit
# e y
2
7 136 3-13

Status

Using the Registry Editor

Description

Begin at Instruction 3. Be very careful to not make any changes once in the
registry editor. The backup command described in steps 1 and 2 does not

work on our version of Server 2016.

Pay very close attention to the Caution at the bottom of page 136.

Screen Shot(s)

Documentation

Take a screen shot after instruction # 4
B Registry Editor = O x
File Edit “iew Favorites Help
~ 0 Computer
HEEY_CLASSES_ROOT

v | | HKEY_CURRENT LISER
AppEvent:

“ || Name Type Data

ab] (Default) REG_S7 (ualue not set)

Console
w Control Panel

Accessibilty
Appearance
Bluetooth
Colers
Cursars
Desktop
Input Method
Intemational
Keyboard
Mouse
Persanalization
PowerCfg
Quick Actions
Sound

Ervironment

EUDC

Keyboard Layout -

- [ 5

Computer\HKEY_CURREMT_USER\Control Panel

Control Panel sub
keys are:
Accessibility
Appearance
Bluetooth
Colors

Cursors
Desktop

Input method
International
Keyboard
Mouse
Personalization
powerCfg
Quick actions
Sound

5. subkeys under
accessibility are:
Audio descript
Blind access
Highcontrast
Keyboard
perferences
Keyboard response
Mousekeys

On

Showsounds
Slatelaunch
Soundsentry
Stickykeys
Timeout

Toggle keys

Take a screen shot after instruction # 6

Values I see in the
right pane are:




B Registry Editor
File Edit Miew Favorites  Help

box Default
Type Data Flags

~w 0 Computer * || Kame
HKEY_CLASSES_ROCT

aF| Defaul REG_ST lue nct set :
~ || HKEY_CURRENT_USER b S?:g:w R o g;w”o “ ]llaXl]llunlSpeed
AppEvents e - . .
MasdmurmSpeed REG_SZ 2
Consol - - m M mum
2 C:::rﬂufpm‘ ab| TimeTaMasimum3peed  REG_SZ 3000 TimeToMaximu

v | | Accessibility Speed
AudioDescription
Blind Access
HighCaontrast
Keyboard Preference
Keyboard Response
MouseKeys
On
ShowSounds
SlateLaunch
SoundSentry
Stickykeys
TimeOut
Togaglekeys

Appearance
Bluetooth

Colors
Cursors

Take a screen shot after instruction # 8
S T T
[ Registry Editor = (]

File Edit “iew Favorites Help

v B Mew » || Hame Type Data

Permissions... k| Default) REG_SZ (value not set)
a5)0n REG_ST o
Delete Del

Rename
Copy Key Name

Find... Cerl+F

Find Mext F3
| Keyboard Preterence

Keyboard Response
Mouseleys
On
ShowSounds
SlateLaunch
SoundSentry
Stickykeys
TimeOut
Togglekeys

Bppearance

Bluetoath

Colors

Cursars

Contains commands for editing values or keys.

Pag Chapter/Activit

# e y Status Description
2
8 137 3-14 Using Windows PowerShell

Do some Internet research on Powershell vs Powershell ISE
Try some of thedir\ activities with Powershell and other activities with ISE.
Describe your findings BRIEFLY in documentation. Show at least 3 commands.

Screen Shot(s) Documenta
tion




B Administrator: Windows Powerhell ISE

File Edit View Tools Debug Add-ons Help

3784
19596

36
384

VGAuthServil
wtool

winlogon
Wi PrvsE

Completed

Adrministrator: Windows PouwerShel| ISE

Edit View Tools Debug Add-ons Help
>

Join-Path

SYNTAX
Join-Path [-
<pscredential>] [-UseTransactio

[-Path] <string[]> [-ChildPath] <string> [-Resolve] [
] n] [«

ommonParameters:)

REMARKS
Get-Help cannot find the Help files for this cadlet on this compy
displaying only partial help,

To download and install Help Files for the module that ind
cndlet, use Update-Help.
o view the Help topic for this cndlet online, typ

-online” or
go to http://go.micro:

\Admi s trator>

Completed




E¥ Administrator: Windows PowerShell

10 [1>

[-ChildPath]

View Tools Debug Add-ons Help
B M

Get-Help cannot find the Help files foif
displaying only partial help.
-- To download and install Help fi]]
cmdlet, use Update-Help.
-- To wview the Help topic
Online” or
go to http:/

ers\Administrator> Get-RDAvailable)
amdlet Get-RDAvailableApp at command pipel
Supply values for the following parameters |
CollectionName :

Running script / selection. Prese Ctrl+Break to stop. Press




